UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM

HUYEN KIEN HAI Poc lap - Ty do - Hanh phiic
$6:476 /QD-UBND Kién Hai, ngay 0% thdng & ndm 2018
QUYET PINH

Ban hanh Quy ché dam bio an toan, an ninh thong tin
trong hoat dong rng dung cong nghé thong tin cia UBND huyén

CHU TICH UY BAN NHAN DAN HUYEN KIEN HAI

Can ctr Luat T4 chire chinh quyén dia phwong ngay 19 thang 6 nim 2015;

Céan cu Luat Cong nghé thong tin ngay 29 thang 6 nam 2006;

Can cir Nghi dinh sb 64/2007/ND-CP ngay 10 thang 4 ndm 2007 cia
Chinh phu vé ing dung céng nghé thong tin trong hoat dong cua co quan nha
nudc;

Can ctr Chi thi s6 15/CT-TTg ngay 17 thang 6 nim 2014 cua Thi tudng
Chinh phu vé ting cuong cong tac dam bao an ninh va an toan théng tin mang
trong tinh hinh méi;

Can ctr Quyét dinh s6 1760/QD-UBND ngay 20 thang 8 nim 2015 cla
UBND tinh Kién Giang vé viéc ban hanh Quy ché dam bao an toan théng tin
trong hoat dong uing dung céng nghé thong tin cla co quan nha nudc tinh Kién
Giang;

Xét @ nghj ctia Chanh Vin phong HDND-UBND huyén,

QUYET PINH:

Didu 1. Ban hanh kém theo Quyét dinh ndy Quy ché dam bao an toan, an
ninh théng tin trong hoat dong ing dung cong nghé thong tin cia UBND huyén
Kién Hai.

Piéu 2. Chanh Vin phong HDND va UBND huyén, Thu truéng céc co
quan lién quan va cén b(f),, cbng chure, vién chuc cong tac tai UBND huyén chiu
trach nhiém thi hanh quyét dinh nay.

Quyét dinh nay c6 hiéu luc ké tir ngay ky./.

Noi nhin? o~
- S& Théng tin va Truyén thong;
- TT.Huyén 1y;
- TT.HDND huyén;
- TT. UBND huyén;
- Nhu Diéu 2 Qb;
- Luu: VT, pvkhuong.




UY BANNHANDAN  CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN KIEN HAI Poc lap - Tu do - Hanh phiic

QUY CHE
Pam bdo an toan, an ninh thong tin trong hoat dong
rng dung cong nghé thong tin ciia UBND huyén
(Ban hanh kem theo Quyet dinh so?}é/QD UBND ngay O }thdng 8 ndm 2018
ciia Chii tich Uy ban nhdn ddn huyén

Piéu 1. Pham vi diéu chinh

Quy ché nay quy dinh vé& cong tic dam bao an toan, an ninh théng tin
trong hoat dong g dung cdng nghé thong tin cdia UBND huyén.

Diéu 2. Poi twgng ap dung

Quy che nay dugc ap dung doi véi can bg, cong chirc, vién chirc cong tac
tat UBND huyén. ’

Piéu 3. Muc dich dam bdo an toan, an ninh théng tin

1. Cong tdc dam bao an toan, an ninh thong tin, bao mét trén moi trudng
mang la mdt trong nhitng nhiém vu trong tdm d€ dam béo thanh céng trong viéc
ung dung cong nghé thong tin trong hoat dong cia UBND huyén.

2. Giam thidu dugc cac nguy co gy su ¢6 mit an toan thong tin va dam
bao an ninh thong tin trong qua trinh tac nghiép cua can bd, cong chirc, vién
chuec.

Picu 4. Cac bién phap quan ly van hanh trong cdng tic d3m bio an
toan, an ninh thong tin

1. Pi véi Viin phong HPND va UBND huyén

- Trang bi déy du cac kién thic bao mat co ban cho cén b, cdng chuc,
vién chirc trudce khi cho phép truy nhap va sit dung hé thong thong tin.

- Phén cbng cdng chirc phu trach vé an toan hé théng théng tin (sau day
goi tit 13 cong chue chuyén trach). Céng chtre chuyén trach dugc dam bao didu
kién hoc tap, tiép can cong nghé, kién thirc an toan bao mat thong tin trude khi
tién hanh cac hoat dong quan ly hay k¥ thuat nghiép vu.

- Xéc dinh va @& xuét kinh phi chi thudng xuyén can thiét cho céc hoat
dong lién quan dén viéc bao vé hé thdng théng tin, thong qua viée dau tu cac
thiét bi tudng lira, virus may tinh trén cidc may tram, may chu,...va céc cong viéc
khac c6 lién quan dén viéc bao dam an toan, an ninh théng tin.

- B6 trf it nhat 01 may vi tinh riéng, khong két néi mang ndi bd va mang
Internet ding dé quan ly, soan thao céc tai liéu mét theo quy dinh.

- Kiém tra viéc thuc hién céc cong viéc va bién phap quan ly k¥ thuét
trong cOng tac bao dam an toan, an ninh thong tin.
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2. Poi voi can b, cong chirc, vien chire

- Thuong xuyén cip nhat nhitg chinh sach, thu tuc an toan thong tin cua
co quan cing nhu thyc hién nhitng hudng dan veé an toan, an ninh théng tin cua
can by chuyén trach.

- Han ché viéc sir dung chirc néng chia sé tai nguyén, khi str dung chuc
ning ndy can bat thudc tinh bao mat bing mat khéu va thuc hién viéc thu héi
chirc nang nay khi da stir dung xong.

- Céac mdy tinh khi khong sir dung trong thoi gian dai can tit may hoic
ngung két ndi mang, dé tranh bi cac ‘hacker loi dung, sir dung chirc nang diéu
khién tir xa ding mdy tinh ciia minh t4n céng vao céc hé thdng théng tin khéc.

- Khi mé céc tép tin dinh kém theo thu dién tir, néu biét r5 nguoi g thu
thi phai luu tép tin vao may tinh rdi quét virus trude khi md, khong duge mé cac
thu dién tir ¢ tap tin dinh kém cé ngudn goc khdng rd rang.

- Phai ddt mat khau truy nhap vao may tinh cia minh, dong thoi thiét 1ap
ché d6 bao vé& man hinh (screen saver) cé sir dung mat khau bao vé sau mét
khoang thoi gian nhét dinh khong str dung may tinh. Str dung céc thiét bj luu trit
(USB, 6 cimg di dong...) an toan, ~ding cach dé phong nglra virus, phan mém
doc hai x4m nhdp mdy tinh, khi gan thiét bi Iuru trit vao may tinh, khong dugc
tryc tiép truy cap ngay ma phai quét virus trude.

Piéu 5. Trach nhiém cia lanh dao cic co quan, don vi

C6 trach nhiém tb chirc thyuc hién cac quy dinh tai Quy ché ndy va chiu
trach nhi€ém truéc UBND huyén trong cong tadc bado v€ an toan, an ninh thong tin
cua co quan.

Diéu 6. Trach nhiém ciia can bd, cdng chire, vién chirc

1. Trach nhiém ciia can by chuyén trach an toan, an ninh thong tin

- Chju trach nhiém trién khai cac bién phap quéan 1y van hanh, quan Iy k§
thuat, tham muu xdy dyng cac quy dinh dam bao an toan, an ninh théng tin cho
hé thong thong tin cia co quan theo N6i quy nay.

- Phéi hop véi céc don vi, c4 nhén ¢6 lién quan trong viéc kiém soat, phat
hién va khic phuc céc sy cb an toan, an ninh thong tin.

2. Trach nhi€ém ciia can bg, cong chire, vién chirc

- Nghiém chinh thi hanh céc quy dinh cta quy ché ndy ciing nhu cac quy
dinh khac ctuia phap luit, nang cao y thitc canh gidc va trach nhiém dam bao an
ninh théng tin tai co quan.

- Khi phat hién su cd phai bao cdo ngay véi lanh dao don vi va bd phén
chuyén trach dé kip thoi ngan chin, xi 1y.
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Piéu 7. T6 chirc thyc hién

1. Thu trudng cac co quan, don vi, can b, cong phl’rc, vién chirc cong tac
tai UBND huyén c¢6 trach nhiém thyc hién ding quy ché nay.

2. Trong qué trinh thyc hién cé ndi dung cén thay df)i cho phu hop voi
quy dinh, Vin phc‘mg HDND-UBND hpyén tham muu, dé xuat d€ lanh dao
UBND huyén di€u chinh, stra d6i hodc bo sung kip thoi./.



